Software + Service from visionapp

Secure access to company data - anytime,
anywhere

visionapp Secure Logon delivers security for your web-based resources
and ease of use for your employees. Because any terminal with a
browser and Internet connection can be used to securely logon,
visionapp Secure Logon is perfect as an alternative to traditional VPNs or
as an enhancement to Citrix Secure Gateway, Citrix Access Gateway, and

other remote access solutions.

Flexible, secure access is a must
for business

Today, companies need their IT infra-
structures to be more flexible than
ever. Employees must work in any
office, from home or on the road, and
on non-company devices, like their
home PCs, hotel PCs, or airport kiosks.
Security is an issue as well: with
service providers, contractors, and
other outsourced workers coming and
going, companies must be sure that
their resources stay safe.

With IT requirements changing daily
with the user populations because of
the speed of business, it's crucial for IT
departments to provide capacity
expansion, high performance, ease of
use, and anywhere access to company
resources.

Easy for users to log in

visionapp Secure Logon enables fast
and secure logon to a company net-
work. There is no client software to

install, because visionapp Secure
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Logon is completely server-based.

On the administration side, visionapp
Secure Logon is easy to maintain, with
a significantly lower average cost for
user support compared to other
remote access solutions.

Strengthen authentication into
your network

visionapp Secure Logon supports
several logon methods:

Username / password
Certificates
Smart cards

Mobile phones (SMS)
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One-time password
> RADIUS-based systems

A free, integrated software-based one-
time password solution can be used
for strong authentication. This chal-
lenge response software solution can
be used on windows or other comput-
ers (running Java) and mobile devices
(running Java ME, Windows Mobile or
Android).
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Advantages

High level of security: username
and passwords remain within the
company network

Powerful access control: End
Point Analysis enables access in
accordance with granular authori-
zation rules

No user footprint: no need for
hardware or software for users’
devices

> User experience: easy to log on

> High flexibility: connect your

users in their home offices, hotel
rooms, branch offices, and part-
ner organizations
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With SMS (Short Message Service)
authentication, a password can also be
transmitted direct via SMS to a mobile
phone. This two-way authentication is
a highly secure, easy way for users to
access resources.

Optimum access control

visionapp Secure Logon’s inte-
grated End Point Analysis checks the
user’s device for specific security
criteria, such as certificates, regis-
try values, services currently running,
or MAC address. You can intelligently
combine different checks for granular
secure access to company resources.

Convenient, secure access through
single sign-on

visionapp Secure Logon also allows for
single sign-on to all your company
resources. Because a user can enter
the same username and password to
access to many services, a user’s
single password—presented at a URL
of your choosing—can provide access
to all trusted applications during their
sessions.

The single sign-on solution supports
the conversion of personal
logon information to internal domain
logon data, so usernames and pass-
words are treated securely.

No installation on user devices

No software or hardware is installed
locally - visionapp Secure Logon is a
completely server-based solution.

Infrastructure of visionapp Secure Logon

Internet

Client Firewall

Devices

DMz

visionapp Secure Logon is easy to
maintain, even for large numbers of
users, resulting in substantial reduc-
tions in user support costs compared
to other solutions.

Enable your business for flexible,
remote access

visionapp Secure Logon enables fast,
secure logging on of employees to the
company network, allowing your IT
department to offer:

> Access from a home office or use of
home PCs as a workplace.

> Flexible extension of business op-
erations with new branch offices -
without the creation of a complex
infrastructure.

> Easy linking of IT divisions of differ-
ent companies.

Secure outsourcing of projects.

Integration of customers and sup-
pliers into existing business pro-
cesses.

Support of Citrix and Microsoft
Terminal Services

visionapp Secure Logon supports
standard Citrix and Microsoft technol-
ogies, ensuring central availability of
desktop applications such as Microsoft
Office. Using visionapp Secure Logon
with a Citrix Secure Gateway, Citrix
Access Gateway, or Microsoft Terminal
Services Gateway, conventional
desktop programs can be used any-
where - securely from any device.
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> With the aid of visionapp prod-
ucts we were able to optimally
meet our requirements for se-
cure and flexible access to both
applications and data. <<

Thorsten Hautzel
Reconstruction Loan Corporation
Financial Services

System requirements

> visionapp Application Delivery
Management console 2008 R2 SP1

> Microsoft Windows Server 2003 /
2008

> Microsoft Active Directory

> Microsoft ISA Server 2006 Standard
or Enterprise

> Microsoft SQL Server 2005 or higher

> Microsoft Internet Information
Services (IIS)

> Microsoft .NET Framework 3.5

Web addresses

Product information
www.visionapp.com/vSL

Training
www.visionapp.com/training

Downloads
www.visionapp.com/download

visionapp partner

i visionapp

visionapp is a leading provider of so-
lutions for application delivery sys-
tems. Along with its partners, vision-
app offers professional consulting,
technologies and services that en-
able the smooth, efficient, and cen-
tralized management of complex
system architectures.

Contact

www.visionapp.com
info@visionapp.com




