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1 Introduction

Every day, a dministrator s are facing the challenge of having to administra  te a large number
of remote computers

This document provides an overview of the fundamental possibilities for the administration of
remote computers based on different protocols (RDP, ICA, VNC, Telnet, SSH, HTTP/S). Itals o
looks at how administration tools can contribute to a significantly higher efficiency and

effectiveness of IT operations (as exemplified by the  visionapp Remote Desktop admin tool ).

2 Overview of Administration Tools

This section presents the most common tools used for the a dministration of remote systems

A major drawback  of most applications is that they have to be started and used in parallel
Normally, it will not be possible to start different tools from a console , manage login
credentials centrally or use them automatically for connection purposes

One exceptiontot hisis visionapp Remote Desktop: The a dministrator is able to use different
protocols , store login credentials centrally and assign them to different connection objects . In
addition, various  useful functionalities provide assistance in daily administration work

2.1 RDP Administration Tools
Remote Desktop Protocol (RDP) is a network protocol  from Microsoft used to display and

control desktops on remote computers . It sets the rules for addressing and using Microsoft
Terminal Services.

Whoever wants t o RenoteMeskiop €anfiettibndool has to manually enter  the
name of the remote computer and the login information . This method is rather cumbersome ,
in particular if different settings are to be used according to the target system

#3Remote Desktop Connection I =]
Remote Desktop

Connection

General | Displayl Lu:u:alHesu:uuru:esI F'ru:ugramsl E sperience .ﬁ.dvancedl

Logon settings
i L Enter the name of the remate computer.

e

Computer: |1 09313 j

Ilzer name:  Adminiztrator

Abb. 1 Remote Desktop Connection from  Microsoft
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Alternativ ely, the RDP connection s can be saved in separate file s, which in turn can be saved
in different folders . When handling a large number of systems, there is a risk that the file and
folder structure  rapidly becom es confusing and difficult to maintain

These tasks can be organized somewhat more efficiently with the Remote Desktop
Management Console 1 included inthe Windows Server 2003 Administration Tools Pack or as
snhap -in directly under ~ Windows Server 2008.

ote Desktops'.Serve =101
n& File  Action  Miew Favorites  Window  Help ‘;Iilll
« - | B@E 2

(L1 Consale Root

[l EB Remote Deskiops

8 Serverl
- Server2

distat| |3 & | | B #FD =
| | \

Abb. 2 Microsoft Management Console Remote Desktops i Managing login credentials
and folder structures  is not possible

However, it is not possible to reasonably organize the connection objects  in additional
hierarchic al structures . Moreover , login credentials have to be assigned to all objects
separately 1 allin all a very cumbersome and inflexible way to work

2.2 Accessvia ICA

Independent Computing Architecture (ICA)is aprotocol fora terminal server /
application service providing system developed by Citrix Systems. The protocol sets a
specification for the transmission of data between the server and clients , butitis not bound
to any specific platform
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ICA-com pliant application products include
products . These products allow to run common Windows applications on

Presentation Server
an appropriate  Windows server (or

server) , with any supported client able to access these applications
Windows , clients for

not necessarily require

Citrix WinFrame, MetaFrame

Unix derivat e application on an appropriate

General I Logon Settings I Seszions I E nviranment I Remote Contral
Client Settings M etwark Sdapter I Permissions I IC4 Settings
— Connection
W lze connection zettings from uzer settings
™| Conmect client dives at logan
™| Connect client printers at lagon
™| Default to main client printer
Iv Limit b aximum Color Depth
[ 16 bit i
Dizable the following:
[ Drive mapping [T COM part mapping
[T wWindows printer mapping [ Cliphoard mapping
[ LPT part mapping [ Audic mapping
(] I Cancel Bppli

Abb. 3 ICA Client Properties

2.3

Virtual Network Computing

VNC Management Tools

computer on a local machine and, in return, sends the local keyboard inputs and mouse

movements to the remote computer
were sitting at it
platform used . All it requires is
client component on the local ¢

. Unlike other remote maintenance software,
running the server component on the remote system and the
omputer.

. This lets you work on the remote computer

and Citrix

Unix derivat e

. The client platform does
e.g. Macintosh and Unix are supported as well

(VNC) is a software that displays the screen of a remote

as if you

VNC is independent of the
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Known VNC programs that can be used both as server and as client include, for instance ,
RealVNC, TightVNC or UltraVNC.

E’E?NE Server Properties {5ervice—Mug_:_|§ ﬂ
Connection Options s =anls
Enable or disable YMC Server, or configure port Vn

nurmbers and securiky,

Connections |Inputs | Deskkop | Expert |

@ccept conneckions on pork

[ Serve Jawa viewer on pork

—Security

[ Prompt local us
™ Gnly prompt when there is a user logged on

Guest login access: INune i l

W Stark WNC server automatically with Windows

Basic. .. | 0k I Annuller | Anvend

Abb. 4 RealVNC Configuration

2.4 Telnet and SSH Management Tools

Telnet (Tel ecommunication Net work) is the name of a network protocol  widely used in the
Internet . Itis based on a character  -oriented data exchange between the client and the s erver
through a TCP connection . Due to the missing encryption it is gradually being replaced by the
Secure Shell proto col.

Typically, Telnet is used to establish connections between text terminals and remote
computers v ia a network . Either the establishment of the connection andthe tasks of the
terminal are performed by ater minal emulator or a terminalis connectedtoat erminal server
that takes care of establishing the connection

Secure Shell  or SSH refers to botha  network protocol and the corresponding programs that

allow s to establish a secure connection to a remote computer . This method is often used to
transmit a remote command line to the local machine, i.e. the remote console outputs are
redirected to the local machine . In other words, the local console is used to outp ut remote

inputs while the local keyboard inputs are sent to the remote computer
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http://de.wikipedia.org/wiki/Secure_Shell

SSH allows for a secure, authenticated and encrypted connection between two computers via

an insecure network . Thus, it serves as replacement for the earlier rlogin, telnet and rsh
protocols, which transmit the entire network traffic without encrypt ion, including passwords
The original purpose was to log on to remote computers via a network  (usually the Internet),
but in particular SSH-2is not limited to terminal functions

Both Telneta nd SSH can be used through the free PuUTTY tool, a popular SSH and Telnet
client.

22 PuUTTY Configuration x|

Categony:

| Bazic options for your PuT T session |

L.Dgglng — Specify the destination you want to connect bo
=1~ Terminal
Host Hame [or IP addressz) Fort
- F.evboard
- Bel | |22
- Featurez Connection type:
=] WWindow " Baw ¢ Telhet © Rlogin © 55H  Serial
- AppEarance ;
PR . —Load, zave or delete a stored zezsion
- Behavwiour
- Translation Saved Sezzions
- Selection
EDI':'.L”S Default Settings Load |
=+ Connection =
- Data Gave |
Delete |
[
Cloze window on exit:
™ Always  © Mewer % Only on clean sxit

Ahaut | Open I Lancel

Abb. 5 PUTTY Configuration

2.5 Administration via HTTP/S

In a server -based network , the server components in particular  have to be available  around
the clock . For instance, the domain controller in a global corporation must be able to handle
user logins at all times . For the remote maintenance of servers, desktop control, m onitoring
and file access services alone are not ne cessarily sufficient  to ensure quick response to server
errors or perform server m anagement efficiently . When a server crashes , when SCSI, RAID or
system BIOS settings need to be reconfigured , or when the server is infected with a virus

traditional remote maintenance services are of noreal help T asthey all depend on the server
to be running

Using a Server Management Board however, the server can be accessed and remotely
maintained or administrated at any time, even when the operating system is down . To do so,
a connection is established via HTTP or HTTPS following authentication with a username and
password .
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Moreover, in todayds of fi enddevieea n guchm$é cdpibre or@nniers dré n g
equipped with a browser  -based interface . Using that the status and additional information
may be retrieved viaHTTP.

| {2 system - Windows Internet Explorer

_% v [&] hips/10.54.1.100 system, ol

Datei  Bearbeiten  Ansicht  Favoriten  Extras 7

7 Favarien (& System | |

1 &= KONICA MINOLTA Hilfe
IEXE45f Web Connection Akmualisieren
Offenttch €300

Abmeldung System Auftrag Box Drucken Scannen

¥Geriteinformationen
¥ Eingabefach
»Ausgabefach
Festplatte Geriteinformationen
» Schnittstelleninformation Gerdtename
e S S — Geritestandort
T — Gerdtetyp Drucken/Kopie/Scannen
e Antrieb-Modell C300
»Benutzerauthentifizierung Verbrauchsteile
- - i |Verbraldsteile |SIatls
[Toner (Gelb) [Bereit
|Toner (Magenta) |Fast leer
|Toner (Zyan) |Berai‘t

Abb. 6 Remote Management of a Copier
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With visionapp Remote Desktop 2010
automate many of his activities

For instance, it is possible to manage all connections in a hierarchical structure

Added Value Through

visionapp Remote Desktop 2010

(VRD 2010)

subfolders . This makes locating individual

management . Itis also possible
. In addition,

entire folders

respond to changing business requirements

automatically

A further advantage of

inherit the settings
VvRD 2010 is that it allows to quickly

open connections . Each acti ve connection

full -screen mode
and their status

. In the tree view a

dministrator

the a dministrator

I thus saving time every day

is able to simplify and

connections much easier and also greatly simplifies

the objects can be freely rearranged

to assign login credentials to these connection objects or
at any time,

for instance

. Also, any new connection object can
of the folder where it is located

is displayed in a tab, in a separate window or in

s have a complete overview

B2 local - visionapp Remote Desktop 2010 i
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Abb. 7
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3.1 News and Update Page
Using the News and Update
with currenti nformation on u pdates and the latest

tips and tricks on how to use

page available directly

in vRD 2010 , the a dmini strator is provided
toolsinreal -time . It also provides useful

this remote admin tool .

mvisionapp

“visionapp Remote Desktop
is awesome. Couldn't live
without it now.”

Richard Morgan, Datacom Systems

" More than 200,000 administrators and technicians use visionapp Remote Desktop,
managing more than 4,000,000 servers and clients daily. Like these companies:

Welcome to visionapp News and Updates.
You are currently evaluating visionapp Remote Desktop.
After purchasing and importing a license file you can use the whole feature set.

Y it it ool i i Wil

Latest News New Docume

> NEW External Applications
The import packages for external applications are now available here for
download.

> NEW Survey
Please tell us your opinion concerning the fu
Remote Desktop: www.visionapp.com/vRD-Survey

-
-
-

esign of visionapp

_Design

i g,/ F Y A <

SH | DEUTSCH

2 cimx @ el

nts

Abb. 8 News and Update Page

3.2 Bulk Im port of Server s

A real challenge for any administratoris  importing
Microsoft tools require a manual creation of every si
assistance in this area is likely to be at the top of

user -friendly solution isad irectimport f r om
as made possible by  vRD 20 10. When imported, the

objects can be set separately

3.3 Dat abase Access for Increased F

Depending on the size of the IT infrastructure to be managed, several a

have to be able to access the same connections at the s
settings (login credentials and connection objects
for security reasons

1 irrespective of the settings previously made in

huge numbers of servers . As the standard

ngle connection object , any form of

the administrator & wish list . A particularly

t h e c QAcdtipesDirectdbrg using a CSV file |,
connection settings  for the imported

vRD 2010 .

lexibilit y
dministrator s may

ame time . This requires saving all

)in acentral database , password -protected
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To prevent unauthorized use of
administrative  permissions that limit access to the objects

VvRD 2010 , users or user groups

can be provided with
only they actually need

specific
for their

Permission
Administration

work .
‘ System Admin

0 WTS/Citrix Desktop PC Web Server Mail Server

< v v v v

(™ X v v v
Authorized é v * * %
Access |

SQL Database

D\\

User

L=

N

\ ©

Systems for § S =

: )
Remote Access ¥ 'ﬂﬂ < & S
WTS/Citrix Desktop PC Web Server Mail Server
Abb. 9 Administrative  Permissions in vRD 2010

In addition, database mode offers further benefits : Logging events, changes and activities

. Together with the connection history ,

ensures the traceability of  all operations at all times

this provides the a dministrator with a perfect overview, which greatly facilita tes
troubleshooting in the event of an erro r.

3.4 Display Options

The more complex the IT infrastructure , the more difficult it is for a dministrator s to keep

track of operations . The overall view of all connected servers, as offered by VvRD 20 10, is of
great help . A wide range of display options allow to rearrange all active connections in
different ways . And switching between the different display options is just a few clicks away

In addition, the ad ministrator can arrange connections individually, for instance to get an
overall view of all computers . Itis also possible to use colored tabs for more clarity and have
the tab title  display both the protocol and the login credentials used

& overview ¥ 10.9.3.81 [RDP - thomas.he... | & 10.9.3.51 [RDP - valthomas.h..
4 % K L'] RODP = Administration -

Abb. 10 Custom Display inVvRD 2010

[10.9.3.81 [ROP - thomas, hertwig] |
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3.5 Connection Settings

A major improvement for administrators is the possibility to carry out administrative  tasks

simultaneous ly. For instance, using

VRD 20 10 you have the possibility to simultaneously

connect or disconnect all servers within a folder with a simple double -click. Also, the Quick
Connect feature allows to  start an individual connection without having to create a server

object previously

When a server has to be restarted,

VRD 20 10 automati cally reconnects to this system e, a

manual reconnection  is no longer required . And for a better overview, the restar t of the
server is identified inthe tree structure by an appropriate icon.

Regardless of the specific settings stored for a connection, VRD 20 10 allows to freely select
the display mode, the login credentials or the connection protocol from the context menu . The
configured settings do not have to be changed to do so

3.6 Configuration Settings

For a dministration  purposes it is often necessary to have direct access t
e.g. to terminate an open local connection . Furthermore w ith vRD 20 10, itis possible to

automatically start remote servers
address . Moreover, VRD 2010 allows

through Wake -On-LAN (Magic Package) and their MAC
to manag e running servers through an existing

Management Board (via  HTTP or HTTPS) .

Default settings such as the color

depth , the availability of local drives in the remote session

or display options  (full screen, separate window, tabbed view ) are very easytoset and are
automatically applied to all new connection s. With the display options set accordingly, the
view of a remote desktop is automatically adjusted to the tab size in vRD 20 10.

3.7 Security

A major issue in the administration of large infrastructures are so-called orphaned
connections . To provide a solutionto  this issue, VRD 2010 displays all currently active
connected users right underneath the server object

If no active connection to the remote computer is available to the administrator, the still

active user sessions are nonetheless displayed underneath t he corresponding connection
object. From here the administrator can send messages to these user s or log off their
sessions in order to be able to perform specific tasks in the proper way

In addition, when accessing remote computers via RDP, the a dministrator can use a secure
server authentication or the Network Level Authentication (NLA) feature . If the RDP portis

not to be accessible from outside
Microsoft Terminal Services Gateway

through the company 6 d$irewall , the a dministrator can use a
to a ccess in -house terminal servers

Moreover , when using VNC or  ICA as connection protocol , the a dministrator is still able to

send data encrypted
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3.8 Reporting

In particular environments with a very large number of servers require a comprehensive

reporting function. With vRD 20 10, the last connections used are displayed in the connection
history, including the user and the login credentials used. This allows to locat e them very
quickly and reconnect them from there if require d.

Abb. 11 Connection History invRD 20 10

3.9 Backup and Restore

It is possible to export connection objects to a file and, for instance, re -import them on
another PC. Furthermore, a complete backup also allows to stor e the login credentials. To
prevent unauthorized access to such sensitive company information, the data is encrypted

(256 -bit AES) and password  -protected .

The data can be used in both local and database mode. If the latter, login credentials can only
be viewed by other administrators if they have been defined as public

WWW.Visionapp.com

11



